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Account Registration



Account Registration

Parameter Configuration

Line Enable: Enable or Disable the account.

Display Name: The display name of account.

Phone Number: The register user name.

Account: The username for register authentication.

Password: The password for register authentication.

Proxy Server: The SIP server address.

Proxy Port: The port for the SIP server.

Transport: The transport type.



Account Registration

Registration Process

The SIP registration process is shown as follows.

IP Phone SIP Server

REGISTER(1)

401 Unauthorized(2)

REGISTER(3)

200 OK(4)

(1）IP Phone sends a Register request to the SIP server.

(2）SIP Server sends back a challenge to request authentication information.

(3）IP Phone sends a Register message with the authentication information.

(4）SIP Server reply “200 OK”, the phone is registered successfully. 

Below is the basic trace flow for registration.

Note:

Phone: 192.168.80.198

Server: 192.168.50.19



Account Registration

The second register message includes the authentication information. 



Account Registration--Troubleshooting

When the account fails to register, you will see “No Account” display on the top right corner of the screen, the Line Light is Red, and the 

Line Key icon is Gray.

The following points may cause registration failure.

Phone: Incorrect registration information(wrong username/password/server address/port/transport type)

Network: Unavailable network(no IP address/wrong physical connection/can't ping through the server)

SIP server: Account availability(account enabled/disabled, multiple registrations), firewall settings(Block third-party device/block the 

phone/block the network/block the area)



Account Registration--Troubleshooting

1. Double check the account info.

2. Check the System log on the phone. 

403 Fail: wrong account info, or multiple devices registered to the same account, or blocked by the server.

Register Fail, Timeout: network is not avaiable or wrong SIP server address/port



Account Registration--Troubleshooting

Ping 8.8.8.8 to check the network connectivity, ping the server address to check the connectivity.



Account Registration--Troubleshooting

3. If the network environment involves NAT(Network Address Translation), you can set the “RPort” to “Enable Direct 

Process”and try again.

4. Check whether there are any other Models (brand) or softphones that work fine in the same scenario with the same account.



5. Check package trace. 

403 Authentication Failure: Wrong password.

403 Forbidden: Wrong username or password, or multiple devices registered to the same account, or blocked by the server.

404 Not Found：Wrong account, check the account information on the SIP server.

423 Interval  Too Brief：The phone's register refresh interval is too short, change it to a longer time.

No respond from server: Check server connection and network environment

503: Server unavailable

Account Registration--Troubleshooting



If the above troubleshooting still can't resolve the problem. Please send us the following debug files to check.  

1. The phone's configuration file.

2. The phone's packet trace. (If another phone can register successfully, get a pcap trace on it to compare, send us the OK/NOK trace.)

Please confirm the file contain effective information, after filtering sip, you can see trace like below. 

Account Registration--Troubleshooting



SIP Call



Basic Call

Basic Call Process                                                                                                                        Pcap Trace

Note:

Phone A or Server: 192.168.50.19

Phone B: 192.168.80.198



Basic Call--Troubleshooting

One-way audio issue/Two-way no voice issue

1. Check the audio codec, make sure that both sides negotiate the same audio codec. Filter rtp, you can only see one type of codec.

2. In the network environment involving NAT(Network Address Translation), set the “RPort” to “Enable Direct Process”and try again.

3. Check whether there are any other Models (brand) or softphones that work fine in the same scenario with the same account.

4. Contact Flyingvoice FAE for help. Provide the details below.

⑴ Describe the detailed steps to reproduce the issue. E.g. A calls B, B answers, the LCD of A and B are in talking status, A can hear B but B can't hear A.

⑵ Provide more case details.

• The network topology. E.g. the connection of the router/PBX/phones, the model of A and B, the advanced settings(VLAN/SIP ALG).

• Does the issue happen on internal calls or external calls?

• Does it work fine before? When does the issue happen? 

• How many phones does the customer have and how many of them have the issue. 



Basic Call--Troubleshooting

⑶ The phone's configuration file.  

⑷ If the phone register to the cloud PBX, provide us with some test accounts to test and reproduce the issue.

⑸ The phone's packet trace. (If another phone works fine, get a pcap trace on it to compare, send us the OK/NOK trace.)

Please confirm the file contain effective information, after filtering sip, you can see trace like on the previous page.



Basic Call--Troubleshooting

Call out/Call in failure 

1. Make sure your SIP phones are registered successfully.

2. Check whether the account set SRTP on the PBX server, if so, the phone needs to enable SRTP.

3. Make sure the phone is disabled Allow IP Calls or Outgoing Call without Registration when he registers to the PBX server.

4. In the network environment involving NAT(Network Address Translation), set the “RPort” to “Enable Direct Process”and try again.

5. Check whether there are any other Models (brand) or softphones that work fine in the same scenario with the same account.

6. Contact Flyingvoice FAE for help. Provide the details below.

⑴ Describe the detailed scenario. E.g. It's for dial-out failure or dial-in failure? When the call failed, what are the prompts on both phone LCD? Does it 

happen on the internal calls or external calls? Does it work fine before? When does the issue happen? How many phones does the customer have and 

how many of them have the issue.

⑵ If the phone register to the cloud PBX, provide us with some test accounts to test and reproduce the issue.

⑸ The phone's packet trace. (If another phone works fine, get a pcap trace on it to compare, send us the OK/NOK trace.)

Please confirm the file contain effective information, after filtering sip, you can see the related sip message.



Call Hold

During a call, the phone sends an INVITE message to the server to hold the call. In the SDP information, there is the keyword 'Sendonly'.

When pressing the Resume key, the phone will send another INVITE message to the server which SDP information with 'Sendrecv' to retrieve the call.



Call Transfer--Blind Transfer

7002 talk with 7007, 7002 perform the transfer, 7002 sends REINVITE message to hold the call, sends REFER message to transfer the call to 7001.



Call Transfer--Attended Transfer

7002 talk with 7007, 7002 perform the transfer, 7002 sends REINVITE message to hold the call, call 7001, sends REFER message to transfer the call.



Call Forward--Always Forward

7007 call 7002, 7002 forward the call to 7001, 7007 talk with 7001. 

Forward Reason: 7002 enabled Always Forward.



Call Forward--Busy Forward

7007 call 7002, 7002 forward the call to 7001, 7007 talks with 7001. 

Forward Reason: 7002 enabled Busy Forward--7002 is on a call, or 7002 enabled DND.



Call Forward--No Answer Forward

7007 call 7002, 7002 forward the call to 7001, 7007 talks with 7001. 

Forward Reason: 7002 enabled No Answer Forward, 7002 didn't answer the call.



SIP Call--DND

7007 call 7002, can't get through, get error 480.

Reason: 7002 enabled DND.



Auto Provisioning



What is Auto Provisioning?

Auto-provisioning is a method to update the phone settings or upgrade the firmware automatically. Allows users to deploy the phones 

without having to do the configuration setting manually. The phone can obtain the configurations from the server once it has been 

powered on.

Advantages

With auto-provisioning, a large number of phones can be remotely configured and upgraded concurrently, saving time and labor.



Auto Provisioning Process 



Steps for Auto Provisioning

There are 4 major steps to do auto-provisioning. 



Step1-Manage Template File

The phone tries to download the boot file first, then download the configuration files referenced in the boot file during auto-provisioning.

Flyingvoice supports the following two types of boot files:

Ø MAC-Oriented boot file (for example 0021f2000001.boot) 

Ø Common boot file(y000000000000.boot) 

Boot Files



Step1-Manage Template File

Configuration Files

The phone supports the following two types of boot files:

Ø MAC-Oriented cfg file (for example 0021f2000001.cfg) 

The file contains configuration parameters that are expected to be updated per phone, such as the registration information.

Ø Common cfg file(y000000000000.cfg) 

The common CFG includes the configuration parameters for all phones, such as firmware upgrade, phonebook, and volume setting.

MAC cfg Common cfg



Step2-Configure a Provisioning Server

The phones support using FTP, TFTP, HTTP, and HTTPS protocols to download boot files and configuration files. You can use one of 

these protocols for provisioning.

TFTP server(TFTPD64) HTTP server(HFS)



Step3-Obtain the Provisioning Server Address

u  Plug and Play (PnP) Server

The phones support obtaining the provisioning server address from the PnP server

The phone sends the PnP SUBSCRIBE message to the broadcast address 224.0.1.75 to obtain the provisioning server address during startup. 

The following figure indicates the phone obtain the provision server's address from the NOTIFY message from the PNP server.



Step3-Obtain the Provisioning Server Address

u  DHCP Option66

The phones can obtain the provisioning server address by detecting DHCP option 66 during startup. The following figure indicates the phone 

obtain the provision server's address by detecting DHCP option 66



Step3-Obtain the Provisioning Server Address

u  Static Provision

The phones can obtain the provisioning server address by static provision. Go to Administration > Provision > Configuration Profile, type in 

the access URL of the provisioning server in the Profile Rule field.



Step3-Obtain the Provisioning Server Address

u  RPS

The phones can obtain the provisioning server address from the RPS server.



Step4-Triggering the Phone to Perform Auto Provision 

Ø Power ON

The IP phone performs the auto provisioning when the IP phone is powered on.

Ø Repeatedly

The IP phone performs the auto provisioning at regular intervals. You can configure the interval for the repeatedly mode. The default 

interval is 3600 seconds



Step4-Triggering the Phone to Perform Auto Provision 

Ø Save & Apply

The IP phone performs the auto provisioning when you click Save & Apply on the provision page.

Ø SIP NOTIFY Message

The IP phone will perform auto provisioning when receiving a SIP NOTIFY message which contains the header “Event: check-sync”. 

Whether the IP phone reboots or not depends on the value of the parameter “reboot = true”. If the header of the SIP NOTIFY message 

contains this string “ reboot=true ” , the IP phone will reboot immediately.



Auto Provisioning-Troubleshooting

1. Check the phone's system log. Check the provisioning URL and provisioning result.  Make sure that the phone has not been provisioned 

by other servers before.

The phone  doesn't apply the auto provisioning settings 



Auto Provisioning-Troubleshooting

2. Check auto provisioning URL and network environment.

If provisioning server address is domain name, please make sure DNS works normally so phone can resolve IP address correctly.

Use HTTP auto provisioning server



Auto Provisioning-Troubleshooting

Use TFTP auto provisioning server

3. Check the configuration file.

Make sure the parameter value and format are correct in the configuration file.

4. Contact Flyingvoice FAE for help. Provide the details below.

① The provisioning configuration file.

② The phone's system log. 

③ The phone's configuration files (before and after provisioning).

④ The packet trace.

 



BLF(Busy Lamp Field)



BLF

Note:

Subscriber: 192.168.80.23

Server: 192.168.50.19

Subscribe Process
1. The subscriber (IP Phone) sends a SUBSCRIBE message to the SIP server to monitor the extension.

2. The SIP server sends back a 200 OK once it successfully processed. (If authentication is configured, authentication takes place 

and if the subscriber is successfully authenticated a 200 OK SIP message response is sent back to the subscriber)

Notify Process
1. The SIP server sends a NOTIFY message including XML body to the subscriber informing the subscriber of the status of the monitored extension.

2. The subscriber sends back a 200 OK message to the SIP server.



BLF

Subscribe Pcap Trace

The subscriber can unsubscribe the extension by sending a SUBSCRIBE message to the PBX server with Expires header set to 0.



BLF

Notify Pcap Trace



BLF--Troubleshooting

BLF Icons and Status

Status of the monitored phone BLF Key Status BLF Icon

Available Steady Green 

Ringing Flashing Red

Busy Steady Red

BLF subscribe failed

1. Make sure the extension number you monitored is registered successfully.  It is in the same PBX server as the Line you choose for the BLF setting. 

2. Make sure the SIP server supports BLF. 

3. Check the BLF settings.



BLF--Troubleshooting

4. Check package trace.

403 – Forbidden. Server did not authorize the request.

423 – Interval to small. The Expires value specified in the SIP message is too short.

481 – Subscription does not exist.

489 – Bad event. The event package designated is not supported.

5. Check whether there is any other Models (brand) works fine in the same scenario with same account.

6. Contact Flyingvoice FAE for help. Provide the details below.

⑴ Describe the detailed steps to reproduce the issue. E.g. A monitor B, C call B, A's BLF light is solid green.

⑵ Send us the following debug file to check.

①The phone's configuration file.

②The phone's packet trace. (If another phone can subscribe successfully, get a pcap trace on it to compare, send us the OK/NOK trace.)

Please confirm the file contain effective information, after filtering sip, you can see trace like below. 



Network 



Network

Q: Configured a VLAN ID on phone manually, but it can't obtain the correct IP from this VLAN. 

A: Flyingvoice phone has three ways to obtain VLAN ID , the priority is LLDP>manually VLAN >DHCP Option 

1. Disable LLDP and CDP and check whether the phone can get IP address. 

2. Check whether there is any other Models (brand) works fine in the same scenario.

3. Get a packet trace with Wireshark. Contact Flyingvoice FAE for help, send us the phone's configuration file  and the packet trace. ( If 

another phone works, get a pcap trace on it to compare, send us the OK/NOK trace)



Network

Q: Set up LLDP or CDP on the phone, but it can't obtain the VLAN from LLDP or CDP.

A: Get a packet trace with Wireshark. Check whether the LLDP packet has included the VLAN information. 

If there is no VLAN information, check the setting of the Switch.

If it has the VLAN information, do the following.

1. Make clear the customer's network topology(model number and connection). 

2. Disable LLDP/CDP, set up the VLAN on the phone manually and check whether it works.

3. Check whether there is any other Models (brand) works fine in the same scenario.

4. Contact Flyingvoice FAE for help, send us the phone's configuration file  and the packet trace. ( If another phone works, get a 

pcap trace on it to compare, send us the OK/NOK trace)



Network

Q: Phone can't obtain the IP address.

1. Restart/Reset the phone. 

2. Connect this Network cable to other phones, check whether other phones work.

3. Set up a static IP address on the phone.

4. Check whether the customer's network environment has VLAN, if not, disable LLDP/CDP have a try. If there is VLAN  in the 

environment, check whether the phone set up the correct VLAN settings.

5. Get a packet trace with Wireshark to check the DHCP progress.



Phone become Slow/Stuck/ Reboot



Phone becomes Slow/Stuck or Reboot--Troubleshooting

When the phone becomes slow or stuck or sometimes will reboot automatically.

1. Check whether the phone has used correct power, if the customer use POE,  try to test with the power adapter. 

5V/1A adapter: FIP10(P), FIP11C(P), FIP12WP, FIP13G, FIP14G, FIP16  

5V/2A adapter: FIP15G, FIP16Plus

2. Check whether the phone has set up auto-provisioning, the phone will reboot when updating the configurations from the server.

3. Check whether the phone has enabled a feature but the server disabled this feature, causing the phone to continue to resend the related 

information to the server.



Phone becomes Slow/Stuck or Reboot--Troubleshooting

4. If the phone just reboots automatically without being slow, please check whether the phone has received Reboot information, like below.

5. Upgrade the phone's firmware version to the latest, then factory reset the phone and test again.

6. Check whether there are any other Models (brand) work fine in the same scenario.

7. Contact Flyingvoice FAE for help. Provide the details of the issue scenario.

• In what scenario the phone will become slow, stuck, restart?  For example, the phone has configured with LDAP, remote phonebook, BLF, 

XML browser?  

• Describe specific operations and problem symptoms. Please take a video if it is complicated to describe clearly.



Phone becomes Slow/Stuck or Reboot--Troubleshooting

• How often the issue happen? How many phones customers have? How many phones have the issue?

• Does the customer do any special settings or operations before the issue happens? Try to find out the probabilistic.

• If the phone is slow or stuck, check whether reboot the phone can fix the issue, check whether the web interface is still accessible. 

• Provide us the following information for debug.

① Phone's configuration file.

② Phone's system log.( Syslog and Exception Syslog)

③ Pcap trace(better to have).



CONTACT US

Email: support@flyingvoice.com   

Website: www.flyingvoice.com

Tel: +86-755-26099365

Thank You!

Follow Us on Linkedin


